
“Recruitment of 350 Specialist Officers in Punjab National Bank” 

Annexure-I 
 

Name of 
the Post  

Grade/ 
Scale  

Age  
(as on 
01.01.2025) 

Educational Qualification 
(as on closing date of registration) 

Certification 
(valid as on 
closing date of 
registration) 

Post Educational 
Qualification Work 
Experience (as on 
closing date of 
registration) 

Job Roles 
(Indicative) 

Officer 
(Credit) 

JMG 
Scale-I 

Min – 21 
years 
Max – 30 
years 

Mandatory: 
 

Chartered Accountant (CA) from Institute of Chartered 
Accountants of India 

Or 
Cost Management Accountant-CMA (ICWA) from 
Institute of Cost Accountants of India 

Or 
Chartered Financial Analyst (CFA) from CFA Institute 
(USA) 

Or 
Full time MBA or Post Graduate Diploma in Management 
with specialization in Finance from any Institute/ College/ 
University recognized/ approved by Govt. bodies/ AICTE/ 
UGC with minimum 60% marks or equivalent grade 

Mandatory: NIL 
 
Desirable: 
Certification in 
Credit Risk, 
Financial 
Analysis, or any 
other relevant 
banking 
certification. 
 

Mandatory: NIL 
 
Desirable: 
Work Experience in 
Bank(s)/ FI(s)  

Credit Verticals, 
Corporate 
Branches, Trade 
Finance Centres, 
Finance Division, 
Corporate Credit 
Division, MSME & 
MCC Division 
 

Officer 
(Industry) 

JMG 
Scale-I 

Min – 21 
years 
Max – 30 
years 

Mandatory: 
 

Full time degree in B.E./ B. Tech. in Civil/ Electrical/ 
Mechanical/ Textile/ Mining/ Chemical/ Production/ 
Metallurgy/ Electronics/ Electronics & Communication/ 
Electronics & Telecommunication/ Computer Science/ 
Information Technology from any Institute/ College/ 
University recognized/ approved by Govt. bodies/ AICTE/ 
UGC with minimum 60% marks or equivalent grade 
 
Desirable: 
 

Full time degree in M.Tech/ MBA from any Institute/ 
College/ University recognized/ approved by Govt. 
bodies/ AICTE/ UGC 

Any additional 
qualification 
related to industry 
analysis or finance 
would be 
considered an 
advantage. 

 

In above cases where MBA or PGDM is mentioned as criteria for educational qualification, following guidelines will be applicable: 

a. The course is required to be of 02 years duration. 

b. The course should be Full time. Course completed through correspondence/part-time/distance mode will not be considered. 

c. In case of dual specialisation, one of the two fields of specialisation should be in the field prescribed for the post. Dual specialisation with equal 
weightage will be considered. 

d. In case of major/ minor specialisation, major specialisation should be in the field prescribed for the post. 

e. Candidates having MBA or PGDM with more than two specialisations or General MBA/ PGDM are not eligible to apply. 

f. The Institute/ College/ University should be recognized/ approved by Govt. bodies/ AICTE/ UGC. 
  



“Recruitment of 350 Specialist Officers in Punjab National Bank” 

Name of 
the Post  

Grade/ 
Scale  

Age  
(as on 
01.01.2025) 

Educational Qualification 
(as on closing date of registration) 

Certification 
(valid as on closing date of 
registration) 

Post Educational 
Qualification Work 
Experience (as on closing 
date of registration) 

Job Roles (Indicative) 

Manager 
(IT) 

MMG 
Scale-
II 

Min - 25 
years 
Max – 35 
years  

Mandatory: 
 
Full time degree in B.E./ B.Tech in 
Computer Science/ Information 
Technology/ Information Science 
Or Full time M.C.A. from any 
Institute/ College/ University 
recognized/ approved by Govt. 
bodies/ AICTE/ UGC with 
minimum 60% marks or equivalent 
grade 
  
Desirable: 
 
Full time degree in M.E./ M.Tech in 
Information Technology, 
Computer Science or similar 
streams from any Institute/ 
College/ University recognized/ 
approved by Govt. bodies/ AICTE/ 
UGC 

Mandatory: 
 
GenAI/ AI/ ML certifications 
(from recognized certification 
platforms/ training providers 
such as Coursera, Udemy, 
etc. or training providers such 
as AWS, Azure, GCP, etc.) 

Mandatory: 
 
Minimum two years’ 
experience in IT systems 
in deploying AI/ ML models 
 
Desirable: 
 
1. Experience in 

managing large-scale 
AI systems 

2. Proficiency in AI/ML 
frameworks like 
TensorFlow, PyTorch, 
and Hugging Face 

3. Expertise in working 
with LLMs and fine-
tuning pre-trained 
models 

1. Handle model 
deployment 

2. Monitor 
infrastructure and 
ensure high 
availability of AI 
systems 

3. Strategic Planning 
and AI Roadmap 

4. Solution Design and 
Architecture (AI 
Architect) 

Senior 
Manager 
(IT) 

MMG 
Scale-
III 

Min - 27 
years 
Max - 38 
years  

Mandatory: 
 
Minimum three years’ 
experience in IT with 
experience in AI/ ML 
solution architecture 
 
Desirable: 
1. Experience in handling 

IT infrastructure for 
Generative AI systems 

2. Hands-on experience 
with ML frameworks 
and libraries such as 
TensorFlow, PyTorch, 
Scikit-learn, Keras, 
and XGBoost. 

3. Familiarity with data 
manipulation tools like 
Pandas, NumPy, and 
SQL. 

1. Lead the IT 
architecture and 
operations for AI 
systems, ensuring 
security and 
scalability 

2. Model 
Development and 
Training 

3. Data Preparation 
and Processing 

4. Model Deployment 
and Maintenance 

5. Security and 
Compliance 

 

  



“Recruitment of 350 Specialist Officers in Punjab National Bank” 

Name of the 
Post  

Grade/ 
Scale  

Age  
(as on 
01.01.2025) 

Educational Qualification 
(as on closing date of 
registration) 

Certification 
(valid as on closing date of 
registration) 

Post Educational 
Qualification Work 
Experience (as on closing 
date of registration) 

Job Roles (Indicative) 

Manager 
(Data 
Scientist) 

MMG 
Scale-
II 

Min - 25 
years 
Max – 35 
years  

Mandatory: 
 
Full time degree in B.E./ B. 
Tech. in Information 
Technology, Computer 
Science, Business and/ or 
Data Science from any 
Institute/ College/ University 
recognized/ approved by 
Govt. bodies/ AICTE/ UGC 
with minimum 60% marks or 
equivalent grade 
 
Desirable: 
 
Full Time Master’s Degree in 
AI, Data Science, Computer 
Science or similar streams 
from any Institute/ College/ 
University recognized/ 
approved by Govt. bodies/ 
AICTE/ UGC 

Mandatory: 
 
GenAI/ AI/ ML certifications (from 
recognized certification 
platforms/ training providers such 
as Coursera, Udemy, etc. or 
training providers such as AWS, 
Azure, GCP, etc.) 

Mandatory: 
 
Minimum two years’ 
experience in AI/ ML with 
experience in NLP and 
model deployment 
 
Desirable: 
 
1. Hands-on experience 

in deploying 
Generative AI solutions 
in production 

2. Knowledge of tools like 
Kubernetes, docker 
etc. 

3. Prompt Engineering/ 
Basic knowledge of 
LLM 

 

Build, train, and fine-
tune Generative AI 
models for 
applications like text 
generation, image 
synthesis, and 
chatbots. 

Senior 
Manager 
(Data 
Scientist) 

MMG 
Scale-
III 

Min - 27 
years 
Max - 38 
years  

Mandatory: 
 
Minimum three years’ 
experience in Data Science 
& AI 
 
Desirable: 
 
1. Hands-on experience 

in deploying 
Generative AI 
solutions in production 

2. Knowledge of tools like 
Kubernetes, docker 
etc. 

3. Prompt Engineering/ 
Basic knowledge of 
LLM 
 

Lead AI research 
initiatives, mentor 
teams, and oversee 
production 
deployment of 
Generative AI 
solutions. 

 

  



“Recruitment of 350 Specialist Officers in Punjab National Bank” 

Name of 
the Post  

Grade/ 
Scale  

Age  
(as on 
01.01.2025) 

Educational Qualification 
(as on closing date of 
registration) 

Certification 
(valid as on closing date of 
registration) 

Post Educational Qualification 
Work Experience (as on 
closing date of registration) 

Job Roles 
(Indicative) 

Manager 
(Cyber 
Security) 

MMG 
Scale-
II 
 
 

Min - 25 
years 
Max - 35 
years  
 
 
 

Mandatory: 
 
Full time degree in B.E./ 
B.Tech in Computer 
Science/ Information 
Technology/ Electronics and 
Communications Or Full 
time M.C.A. from any 
Institute/ College/ University 
recognized/ approved by 
Govt. bodies/ AICTE/ UGC 
with minimum 60% marks or 
equivalent grade 
 
Desirable: 
 
Full time degree in M.E./ 
M.Tech in Computer 
Science/ Information 
Technology /Electronics and 
Communications from any 
Institute/ College/ University 
recognized/ approved by 
Govt. bodies/ AICTE/ UGC 
 
 
 
Hands on experience of 
working, managing and 
understanding of Data 
Analysis/ Machine Learning/ 
Microsoft Azure Public 
Coud/ Amazon Web 
Services/ Google Cloud 
Platform/ Digital Forensics 
and coding languages such 
as Python etc. 

Mandatory: At least one of the 
following certifications: 
1. Cisco Certified Network 

Associate (CCNA) 
2. Cisco Certified Network 

Associate (CCNA SECURITY) 
3. Check Point Certified Security 

Expert (CCSE) 
4. Palo Alto Networks Certified 

Network Security Engineer 
(PCNSE) 

5. Juniper Networks Certified 
Security Specialist (JNCSS)  

6. Certified Information Systems 
Security Professional (CISSP) 

7. Certified Information Security 
Manager (CISM) 

8. Certified in Risk and Information 
Systems Control (CRISC) by 
ISACA 

9. Certified Ethical Hacker (CEH) 
by EC Council.org 

10. GIAC Security Essentials 
(GSEC) 

11. Offensive Security Certified 
Professional (OSCP) 

12. Cisco Certified Design 
Professional (CCDP)   

13. Cisco Certified Network 
Professional (CCNP) Routing 
and Switching or Security 

14. EC-Council Certified Incident 
Handler (ECIH) 

15. GIAC Certified Incident Handler 
(GCIH) 

16. CompTIA Cybersecurity Analyst 
(CySA+) 
 

(Certification should be issued by 
respective Original Equipment 
Manufacturer(OEM)) 

Mandatory: 
 
Minimum three years’ 
experience in IT of which at 
least two years’ experience in 
managing/hands-on 
experience in IT & Cyber 
Security, managing and 
monitoring of various Cyber 
Security Solutions such as 
Next Generation Firewall, 
Network Intrusion Prevention 
System (NIPS), Anti DDOS 
Solution, Network Detection 
and Response, Threat 
Hunting, experience on threat 
intelligence feeds and threat 
intelligence platform, 
device/system integration with 
SIEM, dashboard creation and 
monitoring. 
 
Employee of CERT-In 
Empaneled Information 
Security Auditing 
Organizations and experience 
on penetration 
testing/application testing 
/vulnerability assessment. 
 
(Training, Teaching & BPO 
Experience will not be 
counted for eligibility 
purpose.) 
 

Should preferably 
work in shift duties 
in Cyber Security 
Centre of 
Excellence (CCoE). 
 
Job is related to 
configuration of 
firewall rule base, 
NIPS policy 
deployment and 
any other 
preventive, 
detective cyber 
security 
components, 
analysis of cyber 
security incidence, 
configuration of 
various rules, 
dashboards in 
SIEM and any other 
job allocated as per 
the organization’s 
requirement. 
 

 

  



“Recruitment of 350 Specialist Officers in Punjab National Bank” 

Name of 
the Post  

Grade/ 
Scale  

Age  
(as on 
01.01.2025) 

Educational Qualification 
(as on closing date of 
registration) 

Certification 
(valid as on closing date of 
registration) 

Post Educational 
Qualification Work 
Experience (as on closing 
date of registration) 

Job Roles 
(Indicative) 

Senior 
Manager 
(Cyber 
Security) 

MMG 
Scale-
III 

Min - 27 
years 
Max - 38 
years  

Mandatory: 
 
Full time degree in B.E./ 
B.Tech in Computer 
Science/ Information 
Technology/ Electronics and 
Communications Or Full 
time M.C.A. from any 
Institute/ College/ University 
recognized/ approved by 
Govt. bodies/ AICTE/ UGC 
with minimum 60% marks or 
equivalent grade 
 
Desirable: 
 
Full time degree in M.E./ 
M.Tech in Computer 
Science/ Information 
Technology /Electronics and 
Communications from any 
Institute/ College/ University 
recognized/ approved by 
Govt. bodies/ AICTE/ UGC 
 
 
 
Hands on experience of 
working, managing and 
understanding of Data 
Analysis/ Machine Learning/ 
Microsoft Azure Public 
Coud/ Amazon Web 
Services/ Google Cloud 
Platform/ Digital Forensics 
and coding languages such 
as Python etc. 

Mandatory: At least one of the 
following certifications: 
1. Cisco Certified Network Associate 

(CCNA) 
2. Cisco Certified Network Associate 

(CCNA SECURITY) 
3. Check Point Certified Security 

Expert (CCSE) 
4. Palo Alto Networks Certified 

Network Security Engineer 
(PCNSE) 

5. Juniper Networks Certified 
Security Specialist (JNCSS)  

6. Certified Information Systems 
Security Professional (CISSP) 

7. Certified Information Security 
Manager (CISM) 

8. Certified in Risk and Information 
Systems Control (CRISC) by 
ISACA 

9. Certified Ethical Hacker (CEH) by 
EC Council.org 

10. GIAC Security Essentials (GSEC) 
11. Offensive Security Certified 

Professional (OSCP) 
12. Cisco Certified Design 

Professional (CCDP)   
13. Cisco Certified Network 

Professional (CCNP) Routing and 
Switching or Security 

14. EC-Council Certified Incident 
Handler (ECIH) 

15. GIAC Certified Incident Handler 
(GCIH) 

16. CompTIA Cybersecurity Analyst 
(CySA+) 
 

(Certification should be issued by 
respective Original Equipment 
Manufacturer(OEM)) 

Mandatory: 
 
Minimum five years’ 
experience in IT of which at 
least three years’ 
experience in managing/ 
hands-on experience in IT 
& Cyber Security, 
managing and monitoring 
of various Cyber Security 
Solutions such as Next 
Generation Firewall, 
Network Intrusion 
Prevention System (NIPS), 
Anti DDOS Solution, 
Network Detection and 
Response (NDR), Threat 
Hunting, experience on 
threat intelligence feeds 
and threat intelligence 
platform, device/system 
integration with SIEM, 
dashboard creation and 
monitoring. 
 
Employee of CERT-In 
Empaneled Information 
Security Auditing 
Organizations and 
experience on penetration 
testing/ application testing 
/vulnerability assessment. 
 
(Training, Teaching & 
BPO Experience will not 
be counted for eligibility 
purpose.) 
 

Should preferably 
work in shift duties in 
Cyber Security 
Centre of Excellence 
(CCoE). 
 
Configuration of 
firewall rule base, 
NIPS policy 
deployment and any 
other preventive, 
detective cyber 
security 
components, 
analysis of cyber 
security incidence, 
configuration of 
various rules, 
dashboards in SIEM, 
preparation of cyber 
security policy, 
creation of base line 
hardening 
documents, threat 
hunting, real-time 
monitoring and 
reporting to 
management and 
any other job 
allocated as per the 
organization’s 
requirement. 

 

 


